
I listened to the news of North Korean hack of Sony Pictures with bemusement, 
But also foreboding.  

Over the last couple of years I’ve been trying, as part of the process of writing a 
novel, to understand a little bit of how militaries and intelligence agencies are 
engaging in the new world of cyber warfare. The United States military takes cyber 
war terribly seriously. But what’s also clear is that smaller poorer countries see 
cyber warfare as tool to disrupt global power structures.  

North Korea is a case in point. The North Koreans are known to have a 
surprisingly potent cyber attack capability. Their cyber operations are, reportedly, 
run by a clandestine unit called the Reconnaissance General Bureau, or RGB, part 
of the military. Under the RGB, the shadowy Unit 121 is said to play a key role. 
One report from the computer maker HP tells us that Unit 121 uses a hotel in 
northeastern China as a forward outpost. China, of course, has much better internet 
access than North Korea does.  

So what exactly is North Korea trying to achieve? 

Well, the North Koreans use belligerent acts – missile launches, nuclear tests and 
so forth – to maintain tension in their dealings with the world. Being so unpleasant 
gives them a small measure of strategic leverage.  

And the hack on Sony was one of these. The FBI has called it cyberterrorism. And 
this hack does share an important characteristic with terrorism. It was performative 
– a piece of theater designed to be seen, and to inspire fear.  

But most cyber attacks aren’t like that. Most cyber weapons live in silence, in the 
dark depths of the internet, like predatory sea creatures. Some go for years without 
discovery. 

You might have heard of Stuxnet, the virus created, we think, by the Americans to 
attack Iran’s nuclear programme. But what about Flame, or Shamoon, or Wiper. Or 
Urobouros, a program, thought to be Russian in origin, that cyber analysts say has 
been slithering through western military computer networks for four years now.   

North Korea’s hack on Sony pictures reminds us that we entering a new domain of 
conflict. This cyber domain may appear very strange to us – but it’s not at all 
remote. It’s right next to you, right now. In your laptop, in your phone. You can just 
reach out and touch it.   


